Infrastructure
testing using
Kubernetes




OR:
Testing Kafka
replication over the

Atlantic using
Golang, Kubernetes
and friends




Hello!

| am Ran Tavory




Data collectlon and



©

The Goal:
Test Kafka
Replication

Replicate 1I00OMB per second

Validate correctness

Measure latency

Run test cases (failure scenarios)

o Broker crash, cluster resize,
packet loss...

O o0 O O




©

Does this © Run test cases (failure scenarios)

remind o Broker crash
anyone

anything?

o cluster resize
o packet loss
o etc...




“ epsen: Call me maybe
/ Kyle Kingsbur



HOW ?

High level design




Kafka Replication

From



With a home-grown producer and consumer
written in Golang




WHAT DO WE
WANT?

DOCUMENTATION
HOW DO WE DO IT?




WHAT DO WE
WANT?

REPRODUCIBILITY
HOW DO WE DO IT?




WHAT DO WE
WANT?

MONITORING
HOW DO WE DO IT?
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KUBERNETES



A brief
introduction to
Kubernetes



CLUSTER MANAGER



t manages

The host running




PODS

Pods consist of 1 or more containers




DEPLOYMENTS



STATEFUL SE

A set of stateful pods




ou control k8s using

KUBECTL

The k8s CLI




S make k8s-all



©

What does
that do?

© 0 6 6 6 0 O

© 0 6 0 O

Provision VMs in AWS
In two regions. Ireland and Virginia.
Setup VPCs, Subnets, Routing Tables
Create Security Groups
Setup Load Balancers
Install Kubernetes (etcd, masters, nodes)
Setup Monitoring (Prometheus & Grafana and
install dashboard)
Install Weave Scope
Install Kafkas (and test them)
Install uReplicator / Brooklin (and test them)
Install test programs (written by my in Go)
And more... (ASGs, DHCP etc)
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What are we
building?




40 nodes 48 nodes

o

What are we

building? k8s cluster k8s cluster




40 nodes 48 nodes

o

What are we

building? k8s cluster k8s cluster

30 brokers 30 brokers
kafka cluster kafka cluster




@

What are we
building?

40 nodes
k8s cluster

30 brokers
kafka cluster

48 nodes
k8s cluster

30 brokers
kafka cluster

8 workers
uReplicator

/
32 Brooklin
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What are we
building?

40 nodes
k8s cluster

30 brokers
kafka cluster

10 producers

48 nodes
k8s cluster

30 brokers
kafka cluster

uReplicator /
Brooklin

4 consumers




End
Result

5FxkdGcuNd iNwMt7bALgUenZx7TAA] 04-Y03qgRNtwCSUSF23EQBMNA-3DbebOw9 TWKYAEY6GRVUG-VC71f28t0CMAKtNXFAgyPTQ827Dm0C6YUBNKVWMWOEBEEXKYOF7S_1qaC6Yrb
NRoY_Gg

Now run: kubectl --context us-east-1.k8s.local proxy

And then open http://localhost:8001/api/v1l/namespaces/kube-system/services/https:kubernetes-dashboard:/proxy/

@ Weave Scope us-east-1: http://a2f7e98f3380511e9bcOc1234b713cd3-37681181.us-east-1.elb.amazonaws.com

@ Prometheus us-east-1: http://a051a4719380411e9bcOc1234b713cd3-1186349614.us-east-1.elb.amazonaws.com: 9090

Monitor low level cluster events:
kubectl --context us-east-1.k8s.local get events --watch --all-namespaces -o wide

>>> Admin for eu-west-1:

Name: eks-admin-token-57pf9
Namespace: kube-system
Labels: <none>

Annotations: kubernetes.io/service-account.name: eks-admin
kubernetes.io/service-account.uid: 3b3a3cd2-3804-11e9-a5eb-0695644d7acO

Type: kubernetes.io/service-account-token

Data

token: eyJhbGci01JSUZzIINiIsImtpZCI6I1]9.eylpc3Mi0iIrdwWIlem51dGVzL3N1enZpY2VhY2NvdW50T iwia3ViZXJuZXR1lcy5pby92ZX32aWNT1YWNjb3VudCOuYW1lc3B
bmV@ZXMuaW8vc2VydmljZWFjY291bnQvc2VjcmVOLm5hbWU101J1a3MtYWRtaW4tdGOrZWAtNTdwZ jkiLCIrdwWIlem51dGVzLmlvL3NlcnZpY2VhY2NvdW50L3N1cnZpY2UtYWNjb3Vu
XJuZXRlcy5pby9zZXJ2aWN1YWNjb3VudC9zZXJ2aWN1LWF jY291bnQudWlkIjoiM2IZzYTNjZDItMzgwNCOXMWUSLWE1ZWItMDYSNTYONGQ3YWMwIiwic3ViIjoic31zdGVtOnNlcnZpY
1hZG1pbi]9.b-ERTE@fw-XBKVLOhe7amprIVOKLkedeH1wcR3Q5Mp6gmNi7fn@n7ZIegINMOOIEN7GUSEh4YHLAtGA9y fuA@yNIF884hbWwdr_Z1355daKzf4H]_-5SL5YQyLqrVwS24
7kuHRiwN81_XwhiDNypa_X7NbEEpkmlgFZ5cHWS4RwvLmsIXI4KEQOZ7Rh1UAA8rL80C1DEZr7P1NQb7CuaZj7n@TTdBcwbQ7ChZovM16ILskeqLWk2ucWY8gtYn1WHCPHygSUZaHESdb
HEFPw-Q
ca.crt: 1042 bytes
namespace: 11 bytes

Now run: kubectl --context eu-west-1.k8s.local proxy --port 8002

And then open http://127.0.0.1:8002/api/v1/namespaces/kube-system/services/https:kubernetes-dashboard:/proxy/

Monitor low level cluster events:
kubectl --context eu-west-1.k8s.local get events --watch --all-namespaces -o wide

@ Weave Scope eu-west-1: http://a34fbd169380511e9a5eb0695644d7ac-1299023419.eu-west-1.elb.amazonaws.com
' Prometheus eu-west-1: http://a32782681380411e9a5eb0695644d7ac-1477431009.eu-west-1.elb.amazonaws.com:9090
Grafana (user/pass: admin/admin): http://a2d0544df380411e9a5eb0695644d7ac-1371947342.eu-west-1.elb.amazonaws.com:3000
-+ kafka-mirror-tester git:(master)
+ kafka-mirrar-tecter ait:(master)
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88 Kafka Replication -

topic  All~  cluster us-east-1source v

M+ v 2 B

8 <

Q

> © Last 30 minutes Refresh every 30s

Q

+ Replication
Grafana e
250 MB
Dashboard - T
150 MB
100 MB —
50 MB
08 2 = =
1000 1005 1010 1015 1020 1025 o workers =
= by /86C = /sec kafka brokers - -
o< = =
Latency Total message counts Current configuration
Metric v Current Metric ~ Current
skipped_message_count I reviicator workers 8.00
same_message_count B crepiicator controller 1.00
old_message_count P source brokers 3000
message_send_errors - producers 10.00
 1.080S | crremon [ rmoene o
producer_number_of_partitions 150.00
4 E . destination brokers 30.00
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. weavescope

or-worker-655¢4{78.

6554178,
ureplicator-worker-655c4f78.
kafka-mirror-tester-consume
kafka-mirror-tester-consume
ureplicator-worker-655c478.
Kafka-mirror-t consume
scope-app-7bd4cddb.
ver-ip-172-20-10
weave-scope-agent-kdxsc
weave-scope-

kube-controller

weave-scope-agent-6qscd
scope-agel

scope-a

ope-agent-69klh
ave-scope-agent-lcf7:

trjgrp

Q

32 minutes ago
16 minutes ago

32 minutes ago

16 minutes ago
16 minutes ago
ninutes ago
16 minutes ago
28 minutes ago
an hour ago
28 minutes ago
28 minutes ago
an hour ago
28 minutes ago
28 minutes ago
8 minutes ago
28 minutes ago
8 minutes ago

28 minutes age

28 mi

28 mi

28 mi

28 mi

28 mi

28 mi

28 mi

nutes ago
1utes ago
nutes ago
nutes ago
utes ago
utes ago

nutes ago

28 mi
28 mi

28 mi

8 minutes ago

100100197.66

100105.24

& Table

plicator

ureplicator

100107106195  default

100126.37195

172.20.94.229

172.20104142

172.20100.43

172.20121.91

172.20101103

172.2041177

172207614

172.20.68.233

172.20.62:116

172.20.65194

172.20.43.94

172.2078.248

172.20.44.239

default
ureplicator

default

kube-system
weave
kube-system

Runni

Runni

Running
Running
Running
Runni
Runnir
Runni
Rui
Running

Runnin

Runnir
Runni
Running
Runni
Ru
Runni

Runni

Running

Running




kafka-mirror-te... The Internet

10 pods Inbound connecti...

broker 29 pods

zookeeper

1 pod

kubernetes

0 pods

pPzZoo

O pods




kubectl
example

kubectl --context eu-west-1.k8s.local -n kafka-destination get

NAME
kafka-destination-0
kafka-destination-1
kafka-destination-10
kafka-destination-11
kafka-destination-12
kafka-destination-13
kafka-destination-14
kafka-destination-15
kafka-destination-16
kafka-destination-17
kafka-destination-18
kafka-destination-19
kafka-destination-2
kafka-destination-20
kafka-destination-21
kafka-destination-22
kafka-destination-23
kafka-destination-24
kafka-destination-25
kafka-destination-26
kafka-destination-27
kafka-destination-28
kafka-destination-3
kafka-destination-4
kafka-destination-5
kafka-destination-6
kafka-destination-7
kafka-destination-8
kafka-destination-9
pzoo-destination-0

READY
2/2
2/2
202
202
272
2/2
2/2
2/2
272
22
202
272
2/2
222
2/2
272
2/2
2/2
272
22
22
0/2
2/2
22
2%
22
2/2
2/2
2/2
22

STATUS
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Init:0/1
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS

[SRONSNONSRONORSNONONONORORORONORONORONONORONORONSNONSRONSN )

AGE
16m
15m
10m
10m
om
8m
8m
7m
7m
6m
6m
5m
14m
5m
4m
3m
3m
2m
im
im
46s
1s
14m
13m
13m
12m
12m
1im
11im
16m

iy

100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

po -0 wide

Q7 611767
SOm2 031151l
124.129.131
15821852
117.24.2
97.229.66
109.13.194
99.164.66
114.149.195
1018523353
107.249.67
111.184.67
125.0.130
116.89.66
o) ulie)il  aleyo)
97.200.2
106.224.67
117.212.66
126.211°495
118725566
100.86.2

<none>

100.
100.
100.
100.
100.
100.
100.
100.

ily/
110.
126.
wile)
125516195194
1MIAROR31)
101.32.67
111.184.66

8.130
11227/ 72
198.67
502

NODE
ip-172-20-77-119.eu-west-1.compute. internal
ip-172-20-77-91.eu-west-1.compute. internal
ip-172-20-44-138.eu-west-1.compute. internal
i1p-172-20-123-96.eu-west-1.compute. internal
i1p-172-20-108-204.eu-west-1.compute. internal
ip-172-20-97-229.eu-west-1.compute. internal
ip-172-20-91-204.eu-west-1.compute. internal
ip-172-20-114-89.eu-west-1.compute. internal
ip-172-20-97-100.eu-west-1.compute. internal
i1p-172-20-73-176.eu-west-1.compute. internal
i1p-172-20-47-107.eu-west-1.compute. internal
ip-172-20-109-255.eu-west-1.compute. internal
ip-172-20-41-241.eu-west-1.compute. internal
ip-172-20-75-179.eu-west-1.compute. internal
ip-172-20-39-5.eu-west-1.compute. internal
ip-172-20-77-210.eu-west-1.compute. internal
ip-172-20-111-29.eu-west-1.compute. internal
ip-172-20-45-107.eu-west-1.compute. internal
ip-172-20-104-30.eu-west-1.compute. internal
ip-172-20-79-147 .eu-west-1.compute. internal
ip-172-20-108-2.eu-west-1.compute. internal
ip-172-20-62-131.eu-west-1.compute. internal
ip-172-20-40-131.eu-west-1.compute. internal
ip-172-20-38-150.eu-west-1.compute. internal
ip-172-20-124-136.eu-west-1.compute. internal
ip-172-20-118-231.eu-west-1.compute. internal
i1p-172-20-111-190.eu-west-1.compute. internal
ip-172-20-47-40.eu-west-1.compute. internal
ip-172-20-46-70.eu-west-1.compute. internal
ip-172-20-109-255.eu-west-1.compute. internal

33



v

EST IT

Let's put all this to test now




KILL A BROKER

S kubectl \
--context us-east-1.k8s.local \
-n kafka-source \
delete pod kafka-source-2




ILL ABROKER - SR

Kafka Broker Metrics Producer and consumer
250 MB/s 250 MB
E— E— [ S—) |
200 MB/s e 200 MB S R
150 MB/s / 150 MB
kill broker
100MB/s | ‘back to pgrmal
50 MB/s
50 MB
0B/s
10:41 10:42 10:43 10:44 10:45 0B
" 10:41 4! 4 10:44 10:
- topicO Bytes! = topic) BytesOutPer 0 10:42 10:43 0: 0:45
== source topic0 BytesinPerSec == source topic0 BytesOutPerSec == bytes consumed / sec == bytes produced / sec
Skipped or repeated messages Latency Total message counts
300K
Metric ~ Current
200K
] t S s skipped_message_count
100K } 7~ .y o0
o ] same_message_count
-100K old_message_count
200K - PS message_send_errors
1041 10:42 10:43 1044 10:45

—li P e, in_order_message_count

== old_message_count = skipped_message_count
~= bandwidth_throttied_messages in_flight_message_count
""' 36



ILL ABROKER - SR

+ Replication
Kafka Broker Metrics Producer and consumer ~
250 MB/s 250 MB
200 MB/s 200 MB
e
150 MB/s 150 MB
100 MB/s
100 MB B
50 MB/s ( ‘
50°MB 7 Oo o
’/‘
0B/s [
09:54 09:56 09:58 10:00 10:02 10:04 10:06 0B 1 _ i

B raior a2 b B o ByteaD AR 09:54 09:56 09:58 10:00 10:02 10:04 10:06
== source topic2 BytesOutPerSec

== bytes consumed / sec == bytes produced / sec

Skipped or repeated messages Latency Total message counts
200K
Metric ~ Current
100K skipped_message_count 0
0 same_message_count 0
e ——
old_message_count 0
100K
message_send_errors 0

-200K in_order_message_count m
09:54 09:56 09:58 10:00 10:02 10:04 10:06 - s

== in_order_message_count == same_message_count == old_message_count == skipped_message_count
bandwidth_throttled_messages in_flight_message_count message_send_errors

37



ILL ABROKER - DS

e ———

Restart a broker in kafka-destination
Kafka Broker Metrics
250 MB/s j
200 MB/s ’ :

==Y
150 MB/s \
cycle
Back to normal
100 MB/s

50 MB/s \‘

\‘ -
S
0B/s -
13:26 13:28 13:30 13:32 13:34 13:36 13:38
- ion topicO By - ination topic1 By
== destination topic0 BytesO - ination topic1 BytesO source topic0 BytesInPerSec

source topic1 BytesInPerSec source topic0 BytesOutPerSec source topic1 BytesOutPerSec

@ Producer errors

200

2

S 150 +

2

=

=

£ 100

2

® 50

<

12 —

: /e

[} 0 ==
13:26 13:28 13:30 13:32 13:34 13:36 13:38

== producererror brooklin-7bc8b496b6-gqt64 == brooklin-7bc8b496b6-g5ch9

— brookii Kifxh = brooklin-7bc8b496b6-v2hrk
brookii 4c71

250 MB

200 MB

Producer and consumer

150 MB During rebalance,
complete halt
100 MB of replication
50MB { L
0B 1
1326 1328 1330

== bytes consumed / sec == bytes produced / sec

Latency

4.27 min

13:32 13:34 13:36

Total message counts

Metric v Current

skipped_message_count
sameJnessage_coun‘t
old_message_count

message_send_errors

0
0

in_order_message_count

38



RESIZE KAFKA CLUSTEF

S kubectl \
-—-context us-east-1.k8s.local \
-n kafka-source \

statefulset kafka-source \
--replicas 29




ESIZE KAFKA CLUSTER

Kafka Broker Metrics Producer and consumer
250 MB/s 250 MB

200 MB/s

200 MB ———

150 MB/s - scale down cluster

150 MB
100 MB/s
back toonormal
50 MB/s
50 MB
08/s
10:36 10:37 10:38 10:39 10:40 0B
— destination topic0 BytesinPerSec == destination topicO BytesOutPerSec 1055 iz 1038 199 1040
== source topic0 BytesinPerSec = source topicO BytesOutPerSec == bytes consumed / sec == bytes produced / sec
Skipped or repeated messages Latency Total message counts
300K
Metric ~
200K
s ski essage_count
0K P pped_message._

0 same_message_count

100K / | | old_message_count
200K ‘ |

message_send_errors

1036 1037 10:38 10:39 10:40 1 91 9 i
= e P ‘:‘ X - s in_order_message_count
== old_message_count == skipped_message_count :

« bandwidth_throttled_messages - in_flight_message_count
- message_send_errors

40



ADD uREPLICATOR WORKER

S kubectl \
-—-context eu-west-1.k8s.local \

-n ureplicator \
scale deployment \
ureplicator-worker \

41



ICa

ureplicator-worker received bytes ~ ureplicator-worker transmitted bytes
286 MiB 238 MiB
o 191 MiB
191 MiB
143 MiB
143 MiB
New workersjoined
95 MiB
48 MiB s - / 48 MiB I
op I o o M ‘
10:48 10:50 10:52 10:48 10:50 10:52
== ureplicator-worker-655c4f7865-c6bmm == ureplicator-worker-655c4f7865-c6bmm
== ureplicator-worker-655c4f7865-c6bmm == ureplicator-worker-655¢c4f7865-c6bmm
== ureplicator-worker-655c4f7865-f58k6 == ureplicator-worker-655c4f7865-f58k6
== ureplicator-worker-655c4f7865-f58k6 == ureplicator-worker-655c4f7865-f58k6
« ureplicator-worker-655c4f7865-zkim5 ~= ureplicator-worker-655c4f7865-zkim5

)



DD Brooklin WORKE

brooklin transmitted bytes

238 MiB

New worker joined
191 MiB :
143 MiB : ‘w
- MNWA

JIvY

95Mi8>;——-~ ---wvj-——-—-wv--—-—--i‘—-— e e l—-—~v—~—L——rvv-—--v-———-

Dy | P A O ' |~\"-.

48 MiB H"TI"‘ "‘ WC 1’\?\?‘%@“5&’ W W AW" "ﬁk

Y e C P o v s

0B Bt
15:30 15:40 15:50 16:00 16:10 16:20
w= brooklin-7bc8b496b6-pxiwf = brooklin-7bc8b496b6-pxiwf = brooklin-7bc8b496b6-hbzn8
w= brooklin-7bc8b496b6-hbzn8 - brooklin-7bcBb496b6-q47s5 - brooklin-7bc8b496b6-g47s5
« brooklin-7bc8b496bé-ghlqc - brooklin-7bc8b496b6-ghlqc - brooklin-7bc8b496b6-txdrd
w= brooklin-7bc8b496b6-txdrd - brooklin-7bc8b496b6-h7xk5 « brooklin-7bc8b496b6-h7xkS
brooklin-7bc8b496b6-5myjj brooklin-7bc8b496b6-5mrjj brooklin-7bc8b496b6-fdfkg

43



ADD NEW TOPIC

S make k8s-redeploy-tests

args:
- produce

- --bootstrap-servers

- broker.kafka-source.svc.cluster.local:9092
e |

- $(ID) _

- --message-size

- "1000"

- --throughput
\\\\\ - "20000"
- --topics

- topicO <«
- --retention

- "300000"

- —-num-partitions




ADD NEW TOPIC

Kafka Broker Metrics  topic replicaed

250 MB/s
- ,-\.—-[\
\ r</’“\,--’f o
200 MB/s . :
150 MB/s
100 MB/s
50 MB/s -
toplc
created
08B/s . _
09:20 09:25 09:30 09:35 09:40 09:45

- destination topic0 BytesinPerSec == destination topic0 BytesOutPerSec = source topicO BytesinPerSec
== source topic0 BytesOutPerSec



ADD PARTITIONS

S make k8s-kafka-shell-source

S bin/kafka-topics.sh --zookeeper

zookeeper:2181 --alter --topic
topicS --partitions 300

46



ADD PARTITIONS

Problem: uReplicator does not see

the new partitions

47



ADD PARTITIONS (fix)

$ curl -X DELETE http://localhost:9000/topics/topich

S curl -X POST -d \
'"{"topic":"topic5", "numPartitions":"300"}' \
http://localhost:9000/topics

48



ADD PARTITION

Kafka Broker Metrics

Add partitions
dest first
then source

—~ e

15:15 15:20 15:25 15:30

»n topic2 BytesinPerSec == destination topic2 BytesOutPerSec == source topic2 BytesinPerSec

pic2 BytesOutPerSec

@ Producer errors

L

brooklin takes a while to start replicating the partitions

15:35

15:15 15:20 15:25 15:30

2rror brooklin-7bc8b496b6-jzrt6 == brooklit ot
2rror brooklin-7bc8b496b6-g5qjt == brooklin- fsg
2rror brooklil hzb p brooklin- rtr7
2rror brooklin-7bc8b496b6-rtzcl brooklin- Twixc

15:35

Producer and consumer
200 MB

"
0 S O WY |

150 MB \

100 MB / KV”\V,\!k\ﬂ

all partitions are replicated

50 MB

0B

[00k/in

There is some message loss, possibly

Latency due to low reteptiop.and the time it
takes brooklin to start —

skipped_message_count \ “

15:15 15:20 15:25 15:30 15:35

== bytes consumed / sec == bytes produced / sec

same_message_count 0
old_message_count 0
message_send_errors 0

in_order_message_count

3.74 min

49



ACKET LOS

B broker d49e040 ‘ 4e9 72 0 :,‘ ource-19 ours ago 100126.119.66 0 broker Ac«h‘m packaloss

2 hours ago 100103172194

M broker d49e0403f1f4e97f425 ip17 80-60 kafka-source-15 2 hours ago 100.110.22913 ) d49e0403f1f4e97f425ab... kafk urce-4
metrics fe 25f1ccaf /... ip-172-20-110-3 K source-19 2 hours ago 100126.119.66 ip-172-20-112-43

broker d49e0403f1f4e97f425a ip-172-20-35-207 C 24 2 hours ago 100.118170.67
D> CcnmeXEZEXXO

M broker 04 3 ip-17, )-109-61 kafka-source-5 ago 100123.237130

broker d49¢ )3f1f4eC ip-172-20-57-14 ce-2 p. rs ago 100120191.2

@ broker 103f1f4e97f425a ip -20-65-91 kafka-source-11 2 hours ago 100.118.78.67

B broker d49e0403f1f4e97f42 6-23¢ kafka-s ce-1¢ 2 hours ago 100115190194

B broker | 20403f1f4e97 ip-172-20-106-19 Kk a-source-6 2 hours ago 100123150194

B broker d49e04031f4e97f425a... ip-172-20-90-70 cafka ce-8 2 hours ago 100110146.67

@ broker d49e0403f1f4e ip-17 kafka-source-10 ago 100101.9.66

broker d49e0403f1f4e97! ip: K -source-1 o el 100120.58.66 ommand: ./bin/kafk r-
Up About an hour

M broker 403f1f4eC 5a.. ip- 20-12 € kafka ce-13 ago 100118126131

broker d49e0403f1f4e9 i ] 1 fka-sourc 1 2 hours ago 10011812131

00121.38
broker 103f1f4e97 . ip-172-20-101-98 kafka-source-7 2 hours ago 10010519131 100171382

B broker 0¢ < ip17 afka-source-4 2 hours 100121.38.2

broker 20 97 5 ip-172-20-36-10' Kk urc 8 an hour a: 100117.240195

B broker d49e0403f1f4e97f425 ip-172-20-67-78 kafka-source-1 2 ho Jo 100.105.185.195

2 hours ago 100127.241194

ago 100.104.96.66

B broker a ip 2 kafka-source-9 2 hours ago 100103.207.2

100.103.217.67




PACKET LOS

250 MB/s
200 MB/s
150 MB/s

s Activate Remove ‘ normal

packet loss
packat loss
50 MB/s
0B/s
10:56 10:58 11:00 11:02 11:04 11:06 11:08 11:10 1112 1114 11:16 1118 11:20 11:22 11:24

== destination topic0 BytesinPerSec = destination topicO BytesOutPerSec == source topicO BytesinPerSec = source topic0 BytesOutPerSec
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PACKET LOS

Kafka Broker Metrics

e~
L S| T—]

200 MB

150 MB

Producer and consumer

Packet loss deactivated

100 MB

Packet loss activated on 3 source brokers

11:32 11:34 11:36 11:38 11:40 11:42

sinPerSec == destination topic1 BytesOutPerSec == source topic1 BytesinPerSec
PerSec

Skipped or repeated messages

w

11:32 11:34 11:36 11:38 11:40 11:42

nt == same_message_count == old_message_count == skipped_message_count
essages in_flight_message_count message_send_errors

50 MB

0B
11:28

11:30

== bytes /sec == bytes

11:32

2.1 min

1.7 min

1.3 min

Increased 99%ile latency

/ sec

Message arrival latency

11:34

11:30
== 50 %il == 90 %il

= 99 %il

11:35

11:40

No message loss

11:36 11:38 11:40

Total message colats ~
Metric v
skipped_message_count
same_message_count
old_message_count
message_send_errors

in_order_message_count

[00k/in

Current

]
0
]
0

52



This is so much

FUN!!
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CODE DEEP DIVE

Golang Producer/Consumer

(just a few bites)



Producer

Main loop

}/ the rate limiter regulates the producer by limiting its -
limiter := rate.NewLimiter(rate.Limit(throughput), int(math

// Sequence number per message
seq := initialSequence

go eventsProcessor(p, errorCounter)

topicString := string(topic)
tp := kafka.TopicPartition{Topic: &topicString, Partition: |
for ; ; seq++ {
err := limiter.Wait(ctx)
if err != nil {
log.Errorf("Error waiting %+v", err)
continue
}
messageKey := types.MessageKey(uint(seq) % numPartitions)
scopedSeq := seq / types.SequenceNumber(numPartitions)
produceMessage(ctx, p, tp, producerID, messageKey, scoped!
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Consumer

Main loop

sigchan := make(chan os.Signal, 1)
signal.Notify(sigchan, syscall.SIGINT, syscall.SIGTERM)

for {
select {
case sig := <-sigchan:
log.Infof("Caught signal %v: terminating", sig)
return

case <-ctx.Done():
log.Infof("Done. %s", ctx.Err())
return
case ev := <-c.Events():
// Most events are typically juse messages, still w
// Partition changes, EOF and Errors
switch e := ev.(type) {
case kafka.AssignedPartitions:
log.Infof("AssignedPartitions %v", e)
c.Assign(e.Partitions)
case kafka.RevokedPartitions:
log.Infof("RevokedPartitions %v", e)
c.Unassign()
case *kafka.Message:
processMessage(e, useMessageHeaders)
case kafka.PartitionEOF:
log.Debugf("PartitionEOF Reached %v", e)
case kafka.Error:
// Errors should generally be considered as infor
log.Errorf("Error: %+v", e)
}
}

} 56



// Process a single message, ke
func processMessage(

Consumer

Process )
message

msg *kafka.Message,
useMessageHeaders bool,

i

data := message.Extract(msg,
log.Tracef("Data: %s", data)
validateSequence(data)
collectThroughput(data)
collectLatencyStats(data)
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“ Question: How can multiple
consumers validate message

ol There's a trick!
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Message format
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Producer

Sequence
numbers

messageKey = seq % partitions

perKeySeq = seq / partitions

But - there is still a bug here...

Hint: (§) & &7
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Producer

Sequence
numbers

Fix:

partitions = partitions * 17

messageKey = seq % partitions

perKeySeq = seq / partitions
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CODE DEEP DIVE

Kubernetes, head first

(just a few bites)



Kafka

There is
also
today a
Kafka

operator

apiVersion: apps/vlbeta2
kind: StatefulSet
metadata:

name: kafka-source

namespace: kafka-source
spec:

selector:

matchLabels:
app: kafka-source
serviceName: "broker"

replicas: 30 fep l|CaS: 30
updateStrategy:

type: OnDelete
template:
metadata:
labels:
app: kafka-source
spec:
terminationGracePeriodSeconds:

ini+lCantainarc:

30
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Metrics
sidecar
container

muuliLracili. /svdadly/ LU/ NAl nasuawa
name: metrics
image: solsson/kafka-prometheus-jmx-exporter
command:
- java
- =XX:+UnlockExperimentalVMOptions
- =XX:+UseCGroupMemoryLimitForHeap
- =XX:MaxRAMFraction=1
- =XshowSettings:vm
- -jar
- jmx_prometheus_httpserver. jar
- "5556"
- /etc/jmx-kafka/jmx-kafka-prometheus.yml
ports:
- name: prometheus

containerPort: 5556
resources:

requests:

cpu: 100m
memory: 500Mi

volumeMounts:
- name: jmx-config

mountPath: /etc/jmx-kafka
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Kafka
anti-
affinity

affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: app
operator: In
values:
- kafka-source
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uReplicator
deployment

apiVersion: extensions/vilbetal
kind: Deployment
metadata:
namespace: ureplicator
name: ureplicator-worker
labels:
app: ureplicator
component: worker

spec:
replicas: 8
selector:
matchLabels:

app: ureplicator
component: worker
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apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
labels:
Service k8s-app: kafka-mirror-tester-producer
. name: kafka-mirror-tester-producer
momtormg namespace: monitoring
spec:
endpoints:
- port: metrics
jobLabel: k8s-app
namespaceSelector:
matchNames:
- default
selector:
matchLabels:
app: kafka-mirror-tester-producer
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S make k8s-delete-all



+ kafka-mirror-tester att:inasteri make k8s-delete-all
make k8s-delete-cluster-eu-west-1& make k8s-delete-cluster-us-east-1

kops delete cluster --state s3://us-east-1.k8s.local us-east-1.k8s.local --yes
kops delete cluster --state s3://eu-west-1.k8s.local eu-west-1.k8s.local --yes

TYPE
autoscaling-config
autoscaling-config
autoscaling-group
autoscaling-group
dhcp-options
iam-instance-profile
iam-instance-profile
iam-role

iam-role

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

NAME

master-eu-west-1c.masters.eu-west-1.k8s.1local-20190224065453

nodes.eu-west-1.k8s.local-20190224065453

master-eu-west-1c.masters.eu-west-1.k8s.local
nodes.eu-west-1.k8s.local
eu-west-1.k8s.local
masters.eu-west-1.k8s.local
nodes.eu-west-1.k8s.local
masters.eu-west-1.k8s.local
nodes.eu-west-1.k8s.local
master-eu-west-1ic.masters

nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.
nodes.eu-west-1.

k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.
k8s.

local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local
local

.eu-west-1.k8s.local

ID

master-eu-west-1c.masters.eu-west-1.k8s.local-20190224065453

nodes.eu-west-1.k8s.local-20190224065453
master-eu-west-1c.masters.eu-west-1.k8s.local
nodes.eu-west-1.k8s.local
dopt-06269241b3alceaald
masters.eu-west-1.k8s.local
nodes.eu-west-1.k8s.local
masters.eu-west-1.k8s.local
nodes.eu-west-1.k8s.local

i-06badabd6f115f8cf
1-004a39091a7d9f8fe
1-01c0b3b098667d1ed
1-01d8f59fb81b21850
i-01de61741cec1804a
1-0222b59a4137e3903
1-026747ceca5b33040
1-02ddff43751175be2
i-02e65755a0a49da67
1-0354fc79b5d4d8549
1-03d8b226110619a07
i1-04f3a2cf1413abb00
1-0587c8d514c9%e1b91
1-0623ac0f93fbcb75e
1-06757c8a72405efd6
i1-06d804fbaa5edc3ed
i-06e643b300898357
1-0723f19aedc715ebb
1-072c417566d4321d7
1-07479f8b27cf25ce8
1-078526c2abe80e110
1-084121996022da5c2
1-084a82289d67496fc
1-087f7ddaabbf2cd09
i-08f14b87fe19bad71
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Thanks!

Any questions?

ou can find me at @rantav &
rantav@appsflyer.com

This presentation:
https://speakerdeck.com/rantav/infrastructure-testing-using-kubernetes-

ithub.com/AppsFlyer/kafka-mirror-tester

n



